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ABSTRACT

The rapid digitization of the Indian economy has shifted consumer behavior from traditional brick-
and-mortar stores to sprawling e-commerce ecosystems, necessitating a robust legal overhaul. This
paper evaluates the effectiveness of the Consumer Protection Act (CPA), 2019, and the Consumer
Protection (E-Commerce) Rules, 2020, in regulating the modern digital marketplace. By analysing
the transition from the legacy 1986 framework, the study examines the newfound powers of the
Central Consumer Protection Authority (CCPA) and the mandatory disclosure requirements for
marketplace and inventory-based models. While the framework significantly enhances transparency
and addresses "unfair trade practices", critical gaps remain. This analysis identifies persistent
challenges, including the rise of deceptive "dark patterns" in user interfaces, the complexities of
cross-border jurisdictional enforcement, and the mounting backlog within consumer commissions.
Ultimately, the paper argues that while the legislative intent is progressive, its success depends on

technological integration and the urgent resolution of structural judicial delays.
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1. INTRODUCTION

The dawn of the twenty-first century witnessed a paradigmatic shift in the Indian commercial
landscape, transitioning from traditional "brick-and-mortar" transactions to a sophisticated
digital marketplace. This evolution, while fostering economic inclusivity and convenience,
exposed the limitations of the erstwhile Consumer Protection Act, 1986,1 which was primarily
designed for physical interactions and localized trade. The principle of caveat emptor (let the
buyer beware) became increasingly obsolete in an era defined by information asymmetry,
complex algorithmic marketing, and borderless transactions. To address these digital-age
vulnerabilities, the Indian legislature enacted the Consumer Protection Act, 20192
supplemented by the Consumer Protection (E-Commerce) Rules, 2020.3 This new framework
represents a significant departure from the 1986 regime by introducing the Central Consumer
Protection Authority (CCPA)—a regulatory body with investigative powers—and establishing
clear liabilities for both marketplace and inventory-based e-commerce entities. However,
despite this robust legislative intent, the effectiveness of these rules remains a subject of intense
legal scrutiny. The emergence of "dark patterns," the jurisdictional hurdles of cross-border e-
commerce, and the persistent backlog in Consumer Commissions raise a fundamental question:
Is the current framework a paper tiger, or a truly transformative tool for the Indian
consumer?4This paper seeks to critically analyze the statutory provisions of the 2019 Act and
the 2020 Rules, evaluating their practical efficacy in safeguarding consumer interests against

the sophisticated exploitations of the modern e-commerce ecosystem.
2. KEY PILLARS OF THE NEW FRAMEWORK
The modern e-commerce regulatory regime in India is anchored by three transformative pillars:

the establishment of a proactive regulator, the categorization of business models to assign

specific liabilities, and the formalization of product liability for the digital age.

1 The Consumer Protection Act, 1986 (Act 68 of 1986).
2 The Consumer Protection Act, 2019 (Act 35 0f 2019), s. 2(16) (defining "e-commerce").

3 Ministry of Consumer Affairs, Food and Public Distribution (Department of Consumer Affairs), Notification
No. G.S.R. 462(E) (Dated July 23, 2020).

4 See Justice R.K. Agrawal, "Consumer Protection in the Digital Age," 2 NLUJ Law Review 45 (2021).
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2.1 The Central Consumer Protection Authority (CCPA)

Under the 1986 Act, the consumer redressal mechanism was purely compensatory and reactive.
The Consumer Protection Act, 2019, radically altered this by establishing the CCPA as a
central regulator under Section 10.5 Unlike the Consumer Commissions, which adjudicate

individual disputes, the CCPA functions as an investigative body with the power to:

a) Initiate suo motu investigations into violations of consumer rights.6
b) Order the recall of hazardous goods and reimbursement of the price paid.
c) File "class action" suits to protect consumers as a collective group.

d) Impose penalties of up to 10 lakh for misleading advertisements.7
2.2 Differentiation of E-Commerce Modelss

The E-Commerce Rules, 2020, introduce a crucial distinction between two operational models

to prevent entities from evading responsibility under the guise of being "mere intermediaries":

1. Marketplace Entities: Platforms that provide an information technology network to
facilitate transactions between buyers and sellers (e.g., Amazon, Flipkart). They are
mandated to maintain a level playing field and disclose all relevant seller details.9

2. Inventory Entities: Entities that own the inventory of goods and services and sell
directly to consumers. These entities are held to a higher standard of direct liability for

the quality and delivery of goods.10
2.3 Product Liability and Misleading Advertisements

A groundbreaking feature of the 2019 Act is the dedicated chapter on Product Liability. For

the first time, a "product seller" (which includes e-commerce platforms) can be held liable for

5 The Consumer Protection Act, 2019 (Act 35 0 2019), s. 10(1).
61d.,s. 18(1)(a).
71d.,s.21(2).

8 Consumer Protection (E-Commerce) Rules, 2020, r. 5 (specifying the duties of marketplace e-commerce
entities).

9 Id., 1. 7 (specifying the duties and liabilities of inventory e-commerce entities).

10 The Consumer Protection Act, 2019, s. 86 (defining the liability of product sellers).
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a claim for compensation for any harm caused by a defective product. This is supplemented by
the Prevention of Misleading Advertisements Guidelines, 2022, which hold endorsers
(celebrities/influencers) and platforms accountable for deceptive claims, ensuring that the

"digital storefront" is as reliable as a physical one.

3. CRITICAL ANALYSIS: SUCCESSES AND EFFECTIVENESS

The transition from the 1986 Act to the current regime has fundamentally altered the power
dynamics of the digital marketplace. The effectiveness of the Consumer Protection Act, 2019
and the E-Commerce Rules, 2020 can be measured through three primary successes: the
formalization of accountability, the mandate for radical transparency, and the shift toward

proactive regulation.

3.1 Formalization of Digital Accountability

Prior to 2020, e-commerce platforms frequently invoked the "intermediary safe harbour" under
Section 79 of the Information Technology Act, 2000, to escape liability for defective goods sold
by third-party vendors.11 The new framework effectively pierces this shield. By establishing
"Product Liability" under Chapter VI of the 2019 Act, the law ensures that if a platform fails
to perform its due diligence—such as verifying seller credentials—it can be held jointly and

severally liable for the consumer's loss.12

3.2 Radical Transparency and Information Symmetry

The 2020 Rules have successfully institutionalized "informed choice." The mandate for
platforms to display the Country of Origin and the Total Price (inclusive of all fees and taxes)
has curtailed the practice of "drip pricing," where hidden costs were revealed only at the final
checkout stage. 13 Furthermore, the requirement for a clear Grievance Redressal Mechanism—

including the appointment of a resident Grievance Officer who must acknowledge complaints

11 See Information Technology Act, 2000 (Act 21 of 2000), s. 79; see also Shreya Singhal v. Union of India,
(2015) 5 SCC 1.

12 The Consumer Protection Act, 2019 (Act 35 of 2019), s. 86.

13 Consumer Protection (E-Commerce) Rules, 2020, r. 4(11).
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within 48 hours—has provided consumers with a direct point of contact, significantly reducing

the "automated bot" loops that previously frustrated users.14

3.3 The Investigative Paradigm of the CCPA

The most significant success of the framework is the shift from a /itigious model to a regulatory

model. The CCPA has demonstrated its effectiveness by taking suo motu action against major

e-commerce players for "unfair trade practices," such as the sale of non-standard pressure
cookers or misleading "flash sales."15 By targeting systemic violations rather than individual
complaints, the CCPA has created a deterrent effect that the previous consumer courts,

burdened by individual filings, could never achieve.

4. PERSISTENT GAPS AND CHALLENGES: A CRITICAL PERSPECTIVE

While the 2019 Act and 2020 Rules offer a progressive roadmap, their practical application
reveals significant structural and technological friction. The "critical" view suggests that the

law is struggling to keep pace with the predatory innovations of the digital economy.

4.1 The Menace of "Dark Patterns' and Algorithmic Manipulation

Perhaps the most pervasive gap is the regulation of Dark Patterns—user interface (UI) designs
crafted to trick or coerce consumers into making unintended choices. These include "basket
sneaking," where additional items are added to a cart without consent, and "confirm-shaming,"
where a user is made to feel guilty for opting out of a service.16 While the CCPA issued
"Guidelines for Prevention and Regulation of Dark Patterns" in late 2023, these function largely

as administrative directives rather than substantive statutory law.

The primary challenge lies in the burden of proof. Unlike a physical defect in a product,
"manipulative intent" in an algorithm or a website’s code is invisible to the average consumer.

Proving that a platform’s interface design constitutes an "unfair trade practice" requires a level

14 1d., r. 4(4).

15 Central Consumer Protection Authority v. Cloudtail India Pvt. Ltd., CCPA Case No. 1/12/2021 (Ordering the
recall of non-BIS compliant goods).

16 Central Consumer Protection Authority, Guidelines for Prevention and Regulation of Dark Patterns, 2023; see
also Jamie Luguri & Lior Jacob Strahilevitz, "Shining a Light on Dark Patterns," 13 Journal of Legal Analysis 43
(2021).
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of forensic digital expertise that current Consumer Commissions do not possess. Furthermore,
as platforms shift toward Al-driven dynamic pricing, the line between "personalized
marketing" and "predatory price discrimination" becomes dangerously blurred, leaving the

2019 Act struggling to define where a legitimate sale ends and a digital coercion begins.

4.2 The Illusion of Extraterritorial Jurisdiction

The CPA 2019 claims to apply to all e-commerce entities "offering" goods to consumers in
India, regardless of their place of incorporation.17 However, this creates a jurisdictional mirage
that often leaves the consumer without a practical remedy. While the law grants Indian courts
the authority to pass judgments against foreign entities, the execution of these decrees remains

a diplomatic and procedural nightmare.

In the absence of a comprehensive international treaty for the reciprocal enforcement of
"consumer-specific" civil judgments, a consumer defrauded by a cross-border seller (e.g., a
drop-shipping site based in Southeast Asia) has no realistic way to recover their funds. The
"Long-Arm Jurisdiction" of the Act is effectively curtailed by the principle of territorial
sovereignty. Consequently, unless the foreign entity has assets or a registered office within
India—as mandated by Rule 4 of the E-Commerce Rules—the consumer’s legal victory

remains a "paper decree" with no financial realization.

4.3 Structural Backlogs and the '"Digital Bottleneck"

The effectiveness of any law is contingent upon the speed of its enforcement. As of 2026, the
"Consumer Commission" model is facing a severe crisis of pendency that threatens to
delegitimize the entire framework. Despite the introduction of E-Daakhil (online filing) and
the allowance of video-conferencing hearings, the human infrastructure—specifically the
appointment of judicial and non-judicial members—has not kept pace with the explosion of e-

commerce litigation.18

17 The Consumer Protection Act, 2019 (Act 35 of 2019), s. 1(2); see also Consumer Protection (E-Commerce)
Rules, 2020, r. 2(1).

18 See State of Uttar Pradesh v. Rajit Ram Yadav, (2022) 16 SCC 521 (Regarding the critical state of vacancies
in Consumer Fora).
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Statistics indicate that nearly 35% of sanctioned posts in District Commissions remain vacant,
leading to a "digital bottleneck." A consumer seeking redress for a 35,000 defective product
often faces a litigation cycle of two to three years. This delay acts as a "de facto" immunity for
e-commerce giants, who rely on the fact that the average consumer will abandon a claim rather
than endure a protracted legal battle. The Summary Procedure envisioned by the Act is rarely
followed in practice, as commissions are overwhelmed by the sheer volume of "deficiency in

service" filings stemming from logistics and delivery failures.

4.4 Conlflict with Data Privacy Frameworks

There is a profound lack of legislative harmony between the Consumer Protection Rules and
the Digital Personal Data Protection (DPDP) Act, 2023. In the digital marketplace, "data is the
new consideration." E-commerce platforms often engage in aggressive profiling, where a

consumer’s browsing history and location data are used to manipulate their purchasing power.

Currently, the CPA 2019 does not explicitly recognize "privacy violations" or "unauthorized
data harvesting" as a "deficiency in service."19 This creates a regulatory vacuum: if a platform
suffers a data breach exposing the financial details of millions of consumers, should the remedy
be sought under the DPDP Act (for privacy) or the CPA 2019 (for service failure)? Without a
bridge provision connecting these two statutes, consumers are often shuffled between the Data
Protection Board and Consumer Commissions, with neither body willing to take full

responsibility for the intersectional harm caused by digital negligence.

5. COMPARATIVE GLOBAL CONTEXT

To evaluate the effectiveness of the Indian framework, it is essential to compare it with the
regulatory standards of the European Union (EU) and the United States (USA). While India
has adopted a "protectionist-regulatory” stance, other jurisdictions offer varying degrees of

platform liability and consumer autonomy.

19 See Digital Personal Data Protection Act, 2023 (Act 22 of 2023); contrast with The Consumer Protection Act,
2019, s. 2(47) (defining "unfair trade practice" as excluding specific data-centric harms).
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5.1 India vs. The European Union: The Gold Standard of Protection

The European Union’s Consumer Rights Directive (2011/83/EU) and the more recent Digital
Services Act (DSA) represent the global benchmark for digital consumer rights. Unlike India,
the EU provides a mandatory 14-day "Right of Withdrawal" (No-Questions-Asked Return
Policy) for almost all online purchases.20 While the Indian E-Commerce Rules, 2020 prohibit
"unreasonable" cancellation charges, they do not go as far as granting a statutory right to return
goods without proving a defect or mismatch. Furthermore, the EU’s emphasis on "Platform
Accountability" under the DSA is more technically granular than India’s CPA 2019,
specifically targeting the algorithmic transparency of "Very Large Online Platforms" (VLOPs).

5.2 India vs. The United States: Freedom of Contract vs. Regulation

The United States follows a more "market-driven" approach. Under Section 230 of the
Communications Decency Act, e-commerce platforms in the US have historically enjoyed
broad immunity from liability for third-party content (and by extension, third-party
products).21 In contrast, India’s CPA 2019 has moved toward a "Joint and Several Liability"
model, especially where the platform has a nexus with the seller or influences the price. While
the US Federal Trade Commission (FTC) is highly effective at penalizing "deceptive acts,"
India’s CCPA is designed to be more interventionist, with powers to order mandatory product
recalls—a power the FTC usually exercises through court injunctions rather than direct

administrative orders.

20 Directive 2011/83/EU of the European Parliament and of the Council of 25 October 2011 on consumer rights,
art. 9.

21 See Communications Decency Act, 47 U.S.C. § 230 (1996); see also Oberdorf v. Amazon.com Inc., 930 F.3d
136 (3d Cir. 2019) (discussing the shifting sands of platform liability in the US).
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5.3 Comparative Regulatory Matrix

European
United States
Feature India (CPA 2019/2020) Union
(FTC/State Law)
(DSA/CRD)
National Federal Trade
Primary CCPA o
o ) o Competent Commission
Regulator (Administrative/Investigative) .
|Authorities (FTC)
Conditional Statutory  (14- ||Contractual
Right to Return ) _ )
(Defect/Mismatch) day cooling-off) ||(Varies by seller)
. . . . LOW
High (Joint & Several in many |Medium  (Due _
Platform Liability . (Intermediary
cases) diligence-based) )
Immunity)
Dark Pattern (|Guidelines-based (CCPA |[Legally Binding |[Case-by-case
Rules 2023) (DSA Art. 25) Enforcement

5.4 The "Country of Origin' Mandate: A Unique Indian Feature

A distinct feature of the Indian framework, absent in most Western jurisdictions, is the

mandatory disclosure of the "Country of Origin."22This was introduced largely due to

geopolitical considerations and the "Atmanirbhar Bharat" (Self-Reliant India) initiative. While

critics argue this is a trade policy tool disguised as consumer protection, the Indian legislature

22 Consumer Protection (E-Commerce) Rules, 2020, 1. 5(3)(e).
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maintains it is a vital part of a consumer’s "Right to Information" under Section 2(9) of the

Act.

6. RECOMMENDATIONS AND THE WAY FORWARD

To bridge the chasm between legislative intent and ground-level enforcement, the following

systemic reforms are proposed to modernize the Indian e-commerce consumer framework:

6.1 Transition to Online Dispute Resolution (ODR)

The current "physical" infrastructure of Consumer Commissions is ill-equipped to handle the
high-volume, low-value nature of e-commerce disputes. India should adopt a mandatory Al-
driven ODR mechanism for claims below 325,000. By integrating a "Fourth Party" (an Al
mediator) into the platform's interface, disputes regarding non-delivery or minor defects could

be resolved within 72 hours, bypassing the judicial backlog entirely.23

6.2 Codification of Dark Patterns as "Unfair Trade Practices"

The 2023 Guidelines on Dark Patterns should be elevated to a formal amendment under Section
2(47) of the CPA 2019. This would provide the necessary statutory teeth for District
Commissions to award punitive damages against platforms using manipulative UI designs,
rather than relying on the CCPA’s centralized investigative powers, which rarely reach the

individual consumer.

6.3 Integration of Consumer and Data Privacy Rights

There is an urgent need for a "Harmonization Clause" between the CPA 2019 and the DPDP
Act, 2023. This would ensure that if a consumer's data is misused for predatory pricing or
unauthorized profiling, it is recognized as a "deficiency in service." Establishing a joint task
force between the CCPA and the Data Protection Board would prevent jurisdictional overlaps

and provide a single window for redressal.24

23 See NITI Aayog, Designing the Future of Dispute Resolution: The ODR Policy Plan for India, (2021); see also
Justice D.Y. Chandrachud, "Technology and the Future of Justice," 1 Supreme Court Law Review 12 (2023).

24 See Srikrishna Committee Report, A Free and Fair Digital Economy: Protecting Privacy, Empowering Indians,
(2018) (discussing the intersection of consumer and data rights).
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7. CONCLUSION

The Consumer Protection Act, 2019 and the E-Commerce Rules, 202025 represent a landmark
shift in India’s approach to the digital economy, successfully moving away from the outdated
1986 regime. By establishing the CCPA and introducing Product Liability, the legislature has
acknowledged that the "digital storefront" requires more than just passive oversight; it requires

active, investigative regulation.

However, as this analysis has demonstrated, the framework’s effectiveness is currently
hampered by a "digital-physical divide." While the laws are digital-ready, the enforcement
mechanisms (Consumer Commissions) remain physical-heavy, burdened by vacancies and
archaic procedures. Furthermore, the rise of sophisticated technological exploitations—such as
Dark Patterns and Algorithmic Bias—suggests that the law must transition from being a static

code to a "living document" that undergoes annual technical audits.

Ultimately, the success of India’s e-commerce protection framework will not be measured by
the number of rules it enacts, but by the speed and accessibility of the redressal it provides. For
the Indian consumer to truly be "Sovereign" in the digital age, the legal system must match the

speed of the "Click-to-Buy" culture with a "Click-to-Redress" reality.

25 The Consumer Protection (E-Commerce) Rules, 2020, r. 4 (requiring resident grievance officers for foreign
entities).
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